P R O D U C T

O V E R V I E W

CAPTURE

CAPTURE IN REAL TIME,
ALL THE TIME.
Network Capture is a full-time, full-packet capture solution. Most network capture
solutions only save a few packets before and after a triggered alert. But with
Blackhawk’s Network Capture, you can reliably index and analyze all data for complete
visibility and an in-depth look into your network, during and after an incident.

P R O D U C T

I N F O

REAL-TIME INDEXING
Set Network Capture behind your firewall or inline to process
all traffic with less than 1% data loss at 40 Gbps. Real-time
indexing enables immediate query and analysis, allowing an
analyst to see more and work faster.

SAVE EVERYTHING
Blackhawk has the ability, and the capacity, to save everything.
Which means you can fully investigate any incident with no
gaps in the timeline. You can look into the shadows to see more
data and further back than before for effective correlation.

FORENSICALLY SOUND

CAPTURE

Comprehensive is not just a Blackhawk buzzword. All
incoming traffic into Network Capture is collected, indexed,
and forensically stored on the powerfully, world-class
Cybersecurity Server component.

Our methodology flips the
script on cybersecurity. With
Blackhawk, you’re not just
defending from threats, you’re
ready to engage them.

NETWORK CAPTURE IS A FULL-TIME, FULL-PACKET CAPTURE SOLUTION.

Network Capture processes all traffic which passes through a network entrance/exit point with less than 1% data loss at 40 Gbps,
while also storing all network traffic in a forensically sound manner. Real-time indexing enables immediate query and analysis,
allowing an analyst to be able to see more and work faster.

ABOUT BLACKHAWKNEST INC.
BlackhawkNest is a cybersecurity company with a full range of custom technology built
for front-line security. We combine durable storage hardware and powerful security
software to eradicate the toughest cyber threats.
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